MINISTRY OF ELECTRONICS AND INFORMATION TECHNOLOGY
NOTIFICATION
New Delhi, the . 2024

—

G.S.R (E).—Draft of rules proposed to be made by the Central Government
in exercise of the powers conferred by sub-sections (1) and (2) of section 40 of the Digital
Personal Data Protection Act, 2023 (22 of 2023), on or after the date of coming into force of
the Act. are hereby published for the information of all persons likely to be affected thereby;
and notice is hereby given that the said draft rules shall be taken into consideration after

2024

Obiections and suggestions, if any, may be submitted on the website of MyGov
( ) by the said date;

The objections and suggestions, which may be received from any person with respect
1o the said draft rules before the expiry of the period specified above, shall not be attributed to
the persons submitting publicly and shall be held in fiduciary capacity to enable them to provide
the same freely. and shall be considered by the Central Government.

DRAFT RULES

L !ihnntitlrnd:umut——{l)%nﬂumbeﬂlhdthnbiﬁhl Personal Data
Protection Rules, 2024.

(2) These rules. except rules 3 to 14, I9mﬂ2ﬂ,lhﬂminmfuumﬂndnofﬂ-'l
publication in the Official Gazette.

{3]Rulc53w14.19nmd20ﬂullminlufmunilheﬁectﬁom "

2. Definitions.— 1) In these rules, unless the context otherwise requires—
(a) “Act” means the Digital Personal Data Protection Act, 2023 (22 of 2023);
(b) “app” means a computer program or software application, designed to run on a mobile
device,
(¢) “authority” means any authority as referred to in Article 12 of the Constitution;
(d) “centificate issued under government policy” shall mean a certificate issued under any
policy or instruction of the Central Government or any State Government;
(e]“mpmm"mﬂlmm“nmﬂmuhﬂmdwhhmmm
Technology Act, 2000 (21 of 2000),
(f) “Consent Artifact” means a machine-readable electronic record, which—
(i) is capable of enabling—
(1) aData Fiduciary to give any notice referred to in
for Consent; and :
(1) aData Principal to directly or through
behalf, give, manage, review and wi
does not consent to the use of
for a specified purpose or
(ii) contains—




() information to enable identification of the Data Principal Data

Fiduciary; to which such notice,
- iption of the personal data - .
T8 WS e indication or exercise of rights relates,

Request for Consent, withdrawal, 5 o
but does not contain such pr.'r'.mnnl data, save for the ormati

enable identification of the Data Principal;

(I11) a description of the specified purpose; . : :
(IV) a sequence of characters to uniquely identify such electronic record; and

(V) the electronic signature of such Data Pril:nLP“l- Data Fiduciary and
Consent Manager, whichever is applicable; :
(ifi) is consistent with the technical specifications for a consent artifact, gmnhu'{ed
in the Flectronic Consent Framework published by the Ministry of Electronics
and Information Technology on its website;

(g) “Digital Locker service provider” means such intermediary, including a body corporate
or an agency of the appropriate Governmeni, as may be notified by the Central
Government, in accordance with the rules made in this regard under the Information
Technology Act, 2000 (21 of 2000);

(h) “electronic record™ shall have the same meaning as is assigned to it in the Information
Technology Act, 2000 (21 of 2000);

(1) “electronic signature™ shall have the same meaning as is assigned to it in the
Information Technology Act, 2000 (21 of 2000);
(1) “intermediary™ shall have the same meaning as is assigned to it in the Information
Technology Act, 2000 (21 of 2000);
(k) “Notuice 1o Inform of Processing Done™ means a notice as referred to in sub-section (2)
of section 5;
(1) “Notice to Seck Consent™ means a notice as referred to in sub-section (1) of section 3;
(m)“Personal Data Breach Intimation Artifact” means a machine-readable
record, which—
(1) is capable of enabling a Data Fiduciary or a Consent Manager to give the
an intimation of a personal data breach in accordance with rule 7;
(i) contains—
(I)  information regarding the identity of such Data Fiduciary or C
Manager,
(I1) a sequence of characters to uniquely identify such electronic
(1) the electronic signature of such Data Fiduciary or Consent
(iii) is consistent with such technical specifications as the Board may
website under rule 19;
(n) “Request for Consent” means a request for consent under section 6;
(o) “Rights of the Data Principal”,—
(i) where the Data Fiduciary is a person other than the St
instrumentalities, means the rights conferred by Chapter 111
(ii) where the Data Fiduciary is the State or an instrumentality
the rights conferred by Chapter 111 of the Act other than
Principal under section 12 to erasure of her personal






n time till which such personal data shall be

(v) the specific duration or point 1
processed;

(vi) a list of the Rights of the D

(vii) the particular communicatio
such Data Fiduciary using wh
exercise the Rights of the Data Principal or m

f other means, if any, using whic

ata Principal; and '

n link for accessing L
ich such Data Principa :
ake a complaint tot
description © h she may so withdraw,
such rights or make a complaint.

rumentalities and makes a Request

personal data to provide or issue 10
the Notice to Seek Consent shall

(2) Where the Data Fiduciary is the State or any of its inst
for Consent 1o the Data Principal for the processing of her
her any subsidy, benefit, service, certificate, licence or permit,
also contain the following, namely:—

(a) intimation of such processing; and
(b) a statement conveying that such personal data may also be processed by the State or

any of its instrumentalities to provide or issue to her any other—

(i) subsidy, benefit or service provided using public funds:

(i) service, certificate, licence or permit provided or issued under law; or

(iii) certificate issued under government policy,

in accordance with the Standards for Processing by State and its Instrumentalities being
followed.

(3) The contents of the Notice 1o Seck Consent may be modelled on those of the model notice
set out in Schedule 1.

(4) A Data Fiduciary may use a Consent Artifact for the purpose of giving the Notice to Seek

ConsenlL

(5) The Data Fiduciary shall maintain every notice relating to processing of personal data on
the basis of consent given by the Data Principal till the expiry of such period, beyond the date
of erasure of such personal data, umaybenppliclblehyllwlulhnimimunlheiuﬂimimof
any suit, filing of any appeal or making of any application in relation to such personal data.

4. [w/s 5(2)] Notice to inform of processing done where Data Principal has given consent
before commencement of Aet.—(1) Where a Data Principal has given her consent for the
processing of her personal data before the date of commencement of the Act, the Data Fiduciary
shall, as soon as it is reasonably practicable, give 1o the Data Principal a notice, in the following
manner, namely:—

(a) The notice shall be made in like manner as is provided for a Notice to Seck Consent,
and shall be understandable independently of any other information that has been made
available by such Data Fiduciary; and

(b) The notice shall inform, in clear and plain language, the details necessary to enable her
to exercise the Rights of the Data Principal, including—

M such minimum details as are required in respect of a Notice to Seek Consent; and
(ii) description of the goods or services (including the offering of any service) that
were provided, or the uses that were enabled, as a result of such processing.







rable platform that enables a Data

review and withdraw her consent 10 h:rse-lf obtain lfe'
re that such personal data is shared with

he Consent Manager being in a position

(a) to establish an accessible, transparent and interope

Principal to give, manage,
personal data from a Data Fiduciary or to ensu
another Data Fiduciary of her choice, without t
to access that personal data;

(b) to maintain a digital record of, and 0

(i) every Request for Consent approved or rejecte
(i) every Data Fiduciary who has shared her perso
for Consent approved by her;

(¢) to retain the digital record referred to in clause (b) for a period of seven years, unless
the Data Principal and the Consent Manager agree 10 retain for a longer period or
compliance with any law for the time being in force requires retention;

(d) to make the digital record referred to in clause (b) available to the Data Principal, on
her request, in a machine-readable electronic form, in accordance with the terms of
service of the Consent Manager;

(¢) to develop and maintain a website or app as the primary means through which a Data
Principal may access the services provided by the Consent Manager;

(f) 10 not sub-contract or assign the performance of any of its obligations as Consent
Manager;

(g) to take reasonable security safeguards to prevent personal data breach; and

(h) 1o have in place effective audit mechanisms to review, monitor and evaluate technical
and organisational controls, systems, procedures and safeguards, and report the
outcome of such audit to Huerdpuiodiullrmdunuho&muuﬁmuthe
Board may direct.

(4) Where the deisofuwviewﬂmaCmuuuMmgﬂismdhuinawthem
under sub-rule (1) or has not fulfilled the obligations under sub-rule (3), the Board may, after
giving an opportunity of being heard, shall inform the Consent Manager of such non-adherence
and direct that the Consent Manager take measures to ensure adherence.

(5) The Board may, if it isuﬁ:ﬁedﬂmili:mmmdoiHIhMOfm
Principals, after giving the Consent Manager an opportunity of being heard, by order, for
reasons to be recorded in writing,—

(a) suspend mmlﬂnregiuruimnfﬂnhCMMW;lﬁ

(b) give such directions as it may deem fit to that Consent Manager, to protect the interests

of the Data Principals.

(6) The Board may, for the purposes of this rule, nqmmc:mwnmm
information as the Board may call for.

ffer to a Data Principal digital access 10,—
d by her; and
nal data in response to a Request

(7) In this rule,—

(a) the expression “body corporate™ shall include a company, a body corporate as defined
under clause [ll}nfnGiUnanlheCnmiﬁmmIS {llof!ﬂlll.lhl
ﬁmiﬂmﬂimm.mm«mmmwhm“
mﬁwwmmﬂﬂwmeSmmmdwmw
assuciaﬁunufpmn&urbodyuﬁndiﬁd:ﬂs;




(b) the expressions “company”, “director”, “foreign company” and “key managerial
personnel™ shall have the same meanings as are respectively assigned to them in the
Companies Act, 2013 (18 or 2013);

() the expression “net worth™ shall mean the aggregate value of total assets as reduced by
the value of liabilities of the Consent Manager as appearing in her books of accounts;
and

(d) the expressions “promoter” and “senior management” shall have the same meaning as
arc assigned 1o them in the Companies Act, 2013 (18 or 2013).

6. |ws_2(b)] Processing of personal data for provision of subsidy, benefit, service,
certificate, licence or permit.—(1) Where a Data Principal has previously consented to the
processing of her personal data by the State or any of its instrumentalities as the Data Fiduciary
for the purpose of providing or issuing to her any—

(a) subsidy, benefit or service provided using public funds;

(b) service, certificate, licence or permit provided or issued under law; or

(¢) certificate issued under government policy,
the State or such an instrumentality may process such personal data to also provide or issue to
such Data Principal any other such subsidy, benefit, service, certificate, licence or permit,
subject 1o adherence to the Standards for Processing by State and its Instrumentalities set out
in Schedule I1.

(2) In this rule, the expressions—
(a) “Consolidated Fund of India™ and “Consolidated Fund of the State™ shall mean the
funds so named and referred to in clause (1) of Article 266 of the Constitution; and
(b) “public account of India” and “public account of the State™ shall mean the accounts so
named and referred to in clause (2) of Article 266 of the Constitution.

7. |w/s &(6)] Intimation of personal data breach.—(1) On becoming aware of any personal
daubreachinmspnclofpmonﬂdﬂamﬂectedbytheDﬂlFidmiuyurwby
processing the same, the Data Fiduciary shall forthwith intimate the Board, through the website
of the Board in such form as may be provided thereat, to the best of the knowledge of the Data
Fiduciary,—

(a) a description of the breach, including its nature;

(b) the date and time when the Data Fiduciary became aware of the breach;

(c) the timing or duration of occurrence of the breach;

(d) the location where the breach occurred,

(e) the extent of the breach, in terms of the nature and quantum of data involved; and

(f) the potential impact of the breach,

(2) The Data Fiduciary shall also intimate to the Board the details of such personal data breach,
through the website of the Board in such form as may be provided thereat, to the best of the
knowledge of the Data Fiduciary, within seventy-two hours of becoming aware of the same,—
(a) the broad facts related to the events, circumstances and reasons leading to the breach;
(b) a detailed description of the extent of the breach, including details regarding the actual
or estimated number of Data Principals affected or likely to be affected;
(c) updated information, if any, inre:pactoftheinﬁmntiungimmdumb-mhﬂ];




f any, to mitigate risk to Data Principals;

h; and
rson who caused the breach:
ol the recurrence of such a breach.

ta Breach Intimation Artifact for the purpose of

(d) the measures implemented or proposed. 1

(e) any findings regarding t
() remedial measures taken 10 prevent

(3) A Data Fiduciary may use a Personal Da
giving an intimation under sub-rule (1) or sub-rule (2).

of personal data collected by the
ng the same, the Data Fiduciary
fying in a concise, clear and

(4) On becoming aware of any personal data breach in l'ﬂP'L‘Cl_
Data Fiduciary from a Data Principal or generated by processing
shall intimate such breach to such affected Data Principal, speci
plain manner the following details, namely:—

(a) a description of the breach, including its nature, "
unauthorised processing of personal data or accidental disclosure, acquisition,
use, alteration, destruction or loss of access to personal data;

(b) the timing or duration of occurrence of the breach;

(¢) the extent of the breach, insofar as it relates to the Data Principal;

(d) the consequences to the Data Principal that are likely to arise from the breach;

(¢) measures implemented by the Data Fiduciary, if any, to mitigate risk to the Data
Principal;

() safety measures that the Data Principal may take to protect her interests; and

(g) name and contact details of the Data Protection Officer or any other person as specified
in rule 8 for purposes of any communication regarding such breach.

(5) The intimation under sub-rule (4) shall be—

(a) given through any mode of communication of the Data Principal that is registered with
the Data Fiduciary, or through any other effective method, such as an in-app
notification; and

(b) easily storable or preservable by the Data Principal for future reference.

(6) The Board may, in relation to a personal data breach, upon a request being made in writing
by the Data Fiduciary in this behalf, if it is satisfied that there are grounds for doing so, allow
such Data Fiduciary a longer period for giving an intimation under sub-rule (2), or to intimate
the details required to be intimated thereunder in a phased manner or as and when they become

available.

8. |u/s 8(8)] Time period for specified purpose to be deemed as no longer being served.—
(1) The specified purpose shall be deemed to no longer be served in respect of a Data Fiduciary
who belongs 1o a class of Data Fiduciaries specified in column (2) of the Table in Schedule 111,
“’f the purpose specified in the corresponding entry in column (3), in relation to a Data
Principal who has not approached such Data Fiduciary for the performance of such specified
purpose and who has not exercised any of her rights in relation to the processing of her personal
data, for the time period specified in the corresponding entry in column (4).

{?}TthataFiduciary shall, no later than forty-eight hours prior to expiry of the applicable
time period for erasure to be effected under sub-rule (1), intimate the Data Principal that—
(a) her personal data shall be erased upon such expiry since she has not initiated contact
with such Data Fiduciary for the performance of the specified purpose; and

such as whether it was on account of
sharing,




(b) such erasure shall not be effected if, before such expiry, she logs into her user account
or otherwise initiates such contact.

(3) The intimation under sub-rule (2) shall be given in like manner as is provided for an
intimation of personal data breach in sub-rule (4) of rule 7.

9. |w/s 8(9)] Publishing of contact information of person who is able to answer questions
about processing.—(1) A Data Fiduciary shall-—

(a) publish on her website or app, or both, as the case may be; and

(b) intimate the Data Principal through in-app notification and every piece of

correspondence with her,

the business contact information of a person who is able to answer on behalf of the Data
Fiduciary, the questions, if any, raised by the Data Principal about the processing of her
personal data.

(2) 1f the Data Fiduciary is a Significant Data Fiduciary, the business contact information
published under sub-rule (1) shall be that of its Data Protection Officer.

(3) The business contact information to be published under sub-rule (1) shall be published in
like manner as is provided in sub-rule (2) of rule 5.

10. |w/s_9(1)] Verifiable consent for processing personal data of child or person with
disability who has lawful guardian.—(1) A Data Fiduciary, while obtaining verifiable
consent from an individual identifying herself as the parent of a child for the processing of
personal data of such child, shall observedudilig:mcmmﬂxmlhﬂmhilﬁmunml
child and to reliably identify such individual providing the consent in case her identification is
required in the interest of prevention, detection, investigation or prosecution of any offence or
contravention of any law for the time being in force in India, by—
(a) reference 1o reliable details of identity and age available with the Data Fiduciary or
collected by her with the consent of such individual; or
(b) the use of a token in electronic furm,mappedtnmeidmﬁlrandqechhihofm
individual and voluntarily provided by her, which has been generated by—

(i) an entity entrusted or permitted by law or by the Central Government or a State
Government wiﬂmdrntaintmuncuofﬂwdﬁailsnfﬂni&nﬁwﬂﬂmof
individuals;

(ii) any person who is uppoinwdntauthntiudbymhlmity,isdnlywmimdm
access mhdcuilnudgmmimnf;mhmkmbywhumwmddmtbe
inconsistent with any requirement under law or the terms and conditions
licence or agreement governing her appointment or authorisation; or

(iii) a Digital Locker service provider.

(2) A Data Fiduciary, while obtaining verifiable consent from an individual identifying herself
as the lawful guardian of a person with disability in respect of whom such guardian is
appointed, shall observe due diligence to ensure that such appointment has been duly made, is
currently valid and such gu:dianﬂﬁpmmdmpmﬁdingurtuwmmmd
to law applicable to guardianship in respect of such individual.



(3) In this rule, the expression— _ =1 ation Technology
(a) “electronic form™ shall have the meaning assigned to it in the Inform
Act, 2000 (21 of 2000); and

: ith Disabilities Act,
(b) “law applicable to guardianship™ includes the Rights of Persons with e

ith Autism,
2016 (49 of 2016) and the National Trust for the Welfare of "'—"‘;g:s :"‘"';’f pesy
Cerebral Palsy, Mental Retardation and Multiple Disabilities Act, 1999 ( :

11. [w/s_9¢4)[Exemptions from processing of personal data of cllild.—-ﬁlcl PW';_'!’““’ of
sub-sections (1) and (3) of section 9 of the Act shall not be applicable to processing 0 personal

data of a child by such class of Data Fiduciaries or for such purpose as is 5P°°iﬁ°d i‘f column
(2) of the Table in Schedule 1V, subject to the conditions specified in the corresponding entry

in column (3) thereol.

12. [w/s 10(2)(c)(i) & (iii)[Measures to be undertaken by Significant Data Fiduciary.—(1)
A Significant Data Fiduciary shall, in addition to the measures provided under the Act,

undertake the following measures, namely:—
(a) Ensure that its Data Protection Officer shall be the point of contact for answering on its

behalf, the questions, if any, raised by the Data Principal about the processing of her
personal data;

(b) Include in the business contact information to be published under rule 9 a toll-free
telephone number issued in India and an e-mail address for Data Principals to contact
its Data Protection Officer; and

(¢) Undertake the periodic Data Protection Impact Assessment and the periodic audit under
the provisions of the Act at least once in every year.

(2) In this rule, the expression “every year”, in relation to a Data Fiduciary, shall mean every
period of one year reckoned from the date on which—

(a) these rules come into force; or

(b) such Data Fiduciary becomes a Significant Data Fiduciary,
whichever is later.

13, fws 1101), 12(3), 13(2) & 14(1)[Rights of Data Principal—(1) For cnabling Data
Principals 1o exercise their rights under Chapter 111 of the Act, the Data Fiduciary and, where

applicable, the Consent Manager, shall publiahonlmwehﬁtemapp.orbo!h.uﬂnmm
hoci

{a]lhcﬂﬁnilsufﬂwnmuﬂngwhichnﬂﬂa?ﬁmipﬂmymkenmhlh
exercise of such rights;

(b) the particulars, mhuﬂuwmmmmiﬂerofmhammm
may be required mMmﬂifyberundwﬂHmufmieenfthﬂlFidmilrﬂ
Consent Manager;

(c) mepaniculnrs.underﬁmemuofmiuufthmFidwluy or Consent Manager,
which maybemquimdmmuwwwygimwunfmdminlhuMh
mlmiunmﬂwﬁﬂnm&mln&mmmmcmnfMMﬂ |
Right to Erasure of Personal Data, which may include the sequence of characters that |
uniquely identifies the Consent Artifact pertaining to such consent; and







: - ‘1 accordance with the
decision specific to a Data Principal and such processing IS onrrigl R
following standards. namely:—

(a) Reasonable security safeguards to prevent pe
personal data in the possession or under contro
respect of any processing undertaken by it or on its

(b) If such processing is for the purposes specified in column
V. the same is carried on in accordance with the requirements

thereof.

15. [wis_19¢2)/Appointment of Chairperson and othe
Government shall, for recommending one or more individuals for
Chairperson, constitute a Search-cum-Selection Committee consisting of—

(a) the Cabinet Secretary, who shall be the chairperson;

(b) two experts of repute, who possess special knowledge or practica
fields of data governance, administration or implementation of laws related to social or
consumer protection, dispute resolution, information and communication technology,
digital economy, law, regulation or techno-regulation, or in any other field which in the
opinion of the Central Government may be useful to the Board;

(¢) Secretary to the Government of India in the Department of Legal Affairs; and

(d) Secretary to the Government of India in the Ministry of Electronics and Information
Technology, who shall be the convenor.

(2) The Central Government shall, for recommending one or more individuals for appointment
as a Member who is other than the Chairperson, constitute a Search-cum-Selection Committee
consisting of—

(a) Secretary 10 the Government of India in the Ministry of Flectronics and Information
Technology, who shall be the chairperson;

(b) two experts of repute, who possess special knowledge or practical experience in the
fields of data governance, administration or implementation of laws related to social
consumer protection, dispute resolution, information and communication :
digital economy, law, regulation or techno-regulation, or in any other field which in the
opinion of the Central Government may be useful to the Board;

(¢) Secretary to the Government of India in the Department of Legal Affairs; and

(d) the Chairperson.

(3) Till such time mmcmmummmmmmwomm
Search-cum-Selection Committee constituted under sub-rule (2) shall function without

in pl
rsonal data breach are in plac rotec
| of the Data Fiduciary, mcludm: in
behalf by a Data Processor; an
(2) of the Table in Schedule
specified in column (3)

r Members.—(1) The Central
appointment as the

| experience in the

(4) The Central Government shall, after considering the suitability of the indi
mnummmdedbydrSmchm-SehchCumnﬁnu.nppoinlthWH
Member, as the case may be.
[S}Numtmpmedingofﬂrw&lwﬁmwmﬂﬂlhmhm
on the ground merely ufﬂwexiﬂnm:nfmyvmwminmmmﬂdﬂm
in its constitution.



16. [ws _20(1)] Salary, allowances and other terms and conditions of service of

Chairperson and other Members.—(1) The Chairperson and every other Member shall
receive such salary and allowances and shall have such other terms and conditions of service
as are specified in Schedule V1.

(2) Matters relating to the conditions of service of the Chairperson and every other Member in
respect of which no express provision has been made in these rules shall be referred in cach
case. 10 the Central Government for its decision and the decision of the Central Government
on the same shall be final.

17. [w/s_23(1)] Proceedings of Board and authentication of its orders, directions and
instruments.—{ 1) The Chairperson shall fix the date, time and place of meetings of the Board,
approve the items of agenda therefor, and cause notice specifying the same tl? be issued under
her signature or that of such other individual as the Chairperson may authorise by general or
special order in writing.

(2) Meetings of the Board <hall be chaired by the Chairperson and. in her absence, by such
other Member as the Members present at the meeting may choose from amongst themselves.

(3) Save as otherwise provided for in these rules. the Board shall, mutatis mutandis, ul:urv: in
respect of its meetings such secretarial standards as are applicable in respect of Board meetings
of a company under sub-section (10) of section 118 of the Companies Act.

(4) The Chairperson or any Member of the Board, or any individual authorised by it by a
general or special order in writing, may, under her signature, authenticate its order, direction
or instrument.

(5) For the purposes of this rule, any requirement of—
(a) giving of notice shall be satisfied if the same is given, issued, or maintained, as the case
may be, in the form of an electronic record; and
(b) an individual signing any notice, order, direction, instrument, document or electronic
record shall be satisfied if she affixes thereon her electronic signature.

18. [w/s 24 Terms and conditions of appointment and service of officers and employees
of Board.—(1) The Board may, with previous approval of the Central Government and in such
manner as the Central Govemment may by general or special order specify, appoint such

officers and employees as it may deem necessary for the efficient discharge of its functions
under the provisions of the Act.

(2) Subject to sub-rule (1), the Board shall have the following classes of officers and
employees, namely:—

(a) Officers and employees on deputation of a member of any all-India service, central civil
service or state civil service, or an officer or employee of the Union of India, any State,
anybody established by a statute, any public sector enterprise of the Union of India or
any State or any autonomous institution of the Union of India or any State; and

(b) Officers and employees appointed for a fixed term.

(3) The terms and conditions of service of officers and employees of the Board shall be such
as are specified in Schedule VII.
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19, ws 28(1)] Techno-legal measures (0 be sdopted by e ital office; and
(a) shall adopt techno-legal measures in its functioning as :dlfll g ;;t'nn}' person and
(b) without prejudice 1o its power 10 SUMMON S hat do not necessitate

examine her on oath, may adopt suitable techno-legal measures t :
to tender evidence.

personal presence to secure the right of being heard or

(2) The techno-legal measures adopted by the Board may include measures 10 cnal,::l'k—"' such
(a) Data Principals to make a complaint to the Board, using such means and following

procedure as the Board may publish on its website and app.

(b) Data Fiduciaries to give intimation of personal data breach using a Personal Data
Breach Intimation Artifact that is consistent with such technical specifications as the
Board may publish on its website; and

(¢) the parties to a dispute to attempt its resolution by mediation by a conciliator of such
Online Dispute Resolution Institution as the parties may mutually agree upon, through
the Online Dispute Resolution Portal.

(3) In this rule, the expression—

(a) “Online Dispute Resolution Institution™ shall mean an institution empanelled as such
under the Master Circular for Online Dispute Resolution issued by Securities and
Exchange Board of India; and

(b) “Online Dispute Resolution Portal™ shall mean the portal so named in the said Master
Circular.

20. [w/s 29(2) & 29(8)] Appeal.—(1) An appeal, including any related documents, by a person
aggrieved by an order or direction of the Board, shall be filed in electronic form, using such
means as may be provided and following such procedure as may be specified by the Appellate
Tribunal on its website.

(2) An appeal filed with the Appellate Tribunal shall be accompanied by fee of like amount as
is applicable in respect of an appeal filed under section 14A of the Telecom Regulatory
Authority of India Act, 1997 (24 of 1997), unless reduced or waived by the Chairperson of the
Appellate Tribunal may at her discretion, which shall be payable in such form as the Appellate
Tribunal may specify on its websile.

(3) The Appellate Tribunal—

(a) shall not be bound by the procedure laid down by the Code of Civil Procedure, 1908 (5
of 1908), but shall be guided by the principles of natural justice and, subject to the
provisions of the Act, may regulate its own procedure;

(b) shall adopt techno-legal measures in its functioning as a digital office; and

(¢) without prejudice to its power to summon and enforce the attendance of any person and
eminelwrmu:h.uuydoptaﬁuhlenchm-hullmmmmndoamm
personal presence to secure the right of being heard or to tender evidence.
















Data Fiduciaries entrusted by any law for the
time being in force in India, to exercise any
power, perform any function or discharge any
responsibility in the interests of the child, and

any persons directed by them in the
furtherance of such interests

Restricted to the extent necessary for |
such exercise, performance, discharge
or carrying out of such a direction

State and its instrumentalities as Data
Fiduciaries providing or issuing subsidy,
benefit. service, certificate, licence or permit
as referred to in rule 5

Restricted 1o the extent necessary for
such provision or issuance in respect
of a child. in her interest

Data Fiduciaries who are clinical
establishments, mental health establishments
ot healthcare professionals

J

Restricted to provision of health
services to a child, to the extent
necessary for the protection of her
health

Data Fiduciaries who are allied healthcare
professionals

Restricted to supporting
implementation of any healthcare
treatment and  referral  plan
recommended by a healthcare
professional for a child, to the extent
necessary for the protection of her
health

Data Fiduciaries who are educational
institutions

Restricted to tracking and behavioural
monitoring—

(a) of educational activities; or

(b) in the interests of safety,

of a child enrolled with such an

Data Fiduciaries who are individuals in
whose care infants and children in créches or
child day care centres are entrusted

Restricted to tracking and behavioural
monitoring in the interests of safety of
a child enrolled with such institution,
créche or centre

Data Fiduciaries who are engaged by an
educational institution, créche or child care

centre for transport of children enrolled with
such institution, créche or centre

Restricted to tracking the location of
such a child, in the interests of her
safety, during the course of her travel
to and from such institution, créche
centre

For the purpose of—

(a) confirmation by the Data Fiduciary that
the Data Principal is not a child; or

(b) observance of due diligence by the Data
Fiduciary under rule 10 in respect of any
individual identifying herself as the

Restricted to the extent necessary
such confirmation or observance







public policy. as part of any programme, scheme or project of or
approved by the Central Government, any State Government or
any government agency entrusted with such public health or
public policy functions and is carried out by such Government,
government agency or a not-for-profit institution that undertakes
such research or statistical activities; or
(b) In accordance with the provisions of any other law for the time
being in force in India, under which the Data Fiduciary is under
an obligation to protect personal data.
2. Archiving Processing is carried on by the National Archives of India, the
purposes directorate of archives of any State or any other body, by whatever
name called, authorised by the Central Government or the State
Government concerned to perform functions related to the
management, administration and preservation of public records and
the receipt of any record of historical or national importance from any
private source, subject 10 the processing being carried on in
accordance with the provisions of any law for the time being in force
in India related to the performance of such functions and any
conditions specified by the Central Government or the State
Government, as the case may be.

purposes

Note:

In this Schedule, the expression “National Archives of India” shall mean the archives referred
10 as such in the Public Records Act, 1993 (69 of 1993).

SCHEDULE VI
[see rule 16]

Terms and conditions of service of the Chairperson and other Members

1. Salary.—(1) The Chairperson shall be entitled to receive a consolidated salary of rupees
four lakh fifty thousand per month, without the facility of house and car.

(2) Every Member other than the Chairperson shall be entitled to receive a consolidated salary
of rupees four lakh per month, without the facility of house and car.

3. Provident Fund.—The Chairperson and every other Member shall be eligible to contribute
to the Provident Fund of the Board and the manner and terms and conditions applicable in this

regard shall, mutatis mutandis, be the same as those applicable 1o other officers and employees
of the Board for their Provident Fund.

3. Pension and mmmFMCMWmMMWM not be entitled to
payment of pension or gratuity for service rendered in the Board.




other Member, while on mmsmr.m

The Chairperson e, ;Trd o proceed 10 her home toWwn with

and he family) or on tour within
urney r ily) or

. undertaken by her : :

allowance, daily allowance and reimbursemen of expense

. cer of
licable to an offi
on transportation of personal effects at such scales and rates as arc app

. : ely:—
the Central Government in the following level of the pay matrix, nam y

(a) level 17, in the case of the Chairperson; and
(b) level 15, in the case of every other Member.

4. Travelling allowance.—{1)
join the Board or on the expiry ©
family (including in respect of jo
India. shall be entitled to joumney

: ia only in
(2) The Chairperson and every other Member may undertake tour outside India only

. s i to
accordance with guidelines or instructions issued by the Central Government, and in rﬂgeﬁw
such tour, she shall be entitled to draw the same allowances as an officer of the Cen

Government. in the following level of the pay matrix, is entitled to draw, namely:—

(a) level 17, in the case of the Chairperson; and
(b) level 15, in the case of every other Member.

5. Medical assistance.—( 1) The Chairperson and every other Member shall be entitled to such
medical assistance as may be admissible to them under any group health insurance scheme of
the Board for officers and employees of the Board and their eligible dependants.

(2) If the Chairperson or other Member has retired from Government service or from the service
of a public sector entity or a body corporate established by a Central or State Act which has a
scparate set of rules for the grant of medical assistance for such service, she may, in lieu of
medical assistance under suh-paragmph{l},optmbcgownndbymh rules.

6. Leave.—(1) The authority mmpﬂmmmhnluvedullbeﬂncmwin
respect of the ChairpeﬁommdﬂnChnirpusoninrqnﬂufanyotherMmbm

(2) The Chairperson and every other Member may avail of such kinds of leave as are admissible
to a government servant under sub-clause (i) of clause (a) and clause (b) of sub-rule (1) of rule
26. rules 27, 29. 30 and 40 to 43-C of the Central Civil Services (Leave) Rules, 1972

(hereinafier referred to as “Leave Rules™).

(3) Leave shall be subject to the conditions mplicablem:gommmwthm
11 and 22 to 25 of the Leave Rules, and the Central Government may, if satisfied that the
nperationofanyofﬂnsaidmksuuuim\dmhardﬂﬁpinupmkﬂumhbymmhu
rcquircmemsaﬁhalmlemmhexmmdsubjectm:mhuoeptimmdcmdiﬁnmuitm
consider necessary for dealing with the case in a just and equitable manner.

(4) The cmmmmmmwmmﬂuwmmmwmwu
is admissible 1o a government servant under instructions issued by the Central Government.

(5) The Chairperson and eveqomﬂumwﬂdlhuﬁudtnMofmm
standing to her credit subject to such conditions and in like manner as are applicable to a
government servant under rule 38-A, sub-rules (1) and (2) and sub-clauses (i) and (i) of clause
(a) of sub-rule (6) of rule 39, rule 39-A and rule 39-C of the Leave Rules, subject 10 the
maximum extent of encashment under any of the said rules other than rule 38-A being fifty per
cent. of the earned leave standing to her credit.




7. Leave travel con

Chairpers . Ve travel concessi "
ur!m::s‘t:cd(il:} :I:i r b other Member in accordance with Ihl:“;n:?:i:mh "l'm: o mm &
rule 3, clauses 'IL}T?EE . in connection with the affairs of th:l}::‘:n u:"cl::lh md::
(Leave Travel C (d) of rule 4, rules $ 10 15 and rule 17 of the Central Civil Services
AL appli;;}e:smn] Rules, 1988, and the entitlement for such concession shall be the
et ¢ 10 officers of the Central Government in level 17 of the pay matrix in the

¢ Chairperson, and to officers of :
: . s of the Central Go :
in the case of a Member. tral Government in level 15 of the pay matrix

(2)The Chairperson and every other Member shall be eligible to avail of either leave travel

concession to home town or leave travel concession to any place in India in any period of two
years from the date of assumption of their office as a Member,

8. Other terms and conditions of serviee.—(1) The Chairperson and every other Member
shall ensure absence of conflict of interest in the performance of the functions of her office and

shall not have any such financial or other interests as are likely to prejudicially affect the
performance of the functions of such ofTice.

(2) The provisions contained in Part IV to Part IX of the Central Civil Services (Classification,
Control and Appeal) Rules, 1965 shall apply, mutatis mutandis, as are applicable to an officer
of the Central Government who is a member of a Central Civil Services, Group “A’".

{3]ThfhﬁmammdcwwmhuMmhrMnﬂhemmmwﬁniqfuh
anending meetings of the Board.

(4]mcmmamnmdweqoﬂmumbashdlmhmﬁﬂqumm

9. In this Schedule, “pay matrix” shall mean the pay matrix referred to in Annexure | to the

Central Government's resolution published in the Official Gazette vide notification no. 1-
2/2016-IC, dated the 25™ July, 2016.

SCHEDULE VI
[see rule 18(2)]

Terms and conditions of appointment and service of officers and employees of Board

1. Salary and allowances,—The officers and employees shall be paid such salary and
allowances as the Board may fix with previous approval of the Central Government.

2. Provident Fund and pension.—The entitlements, if any, of the officers and employees in

respect of Provident Fund and pension shall be such as the Board may determine with previous
approval of the Central Government.

3. Gratuity.—The officers and employees shall be entitled to payment of such gratuity as may
be admissible under the Payment of Gratuity Act, 1972 (39 of 1972).

4. Travelling allowance.—The travelling allowance payable to the officers and

shall, mutatis mutandis, be the same as those applicable to the officers and employees of
Central Government.










